EU CYBER RESILIENCE ACT MIND MAP

In force 2024
Notification responsibilities apply 2026 Timeline
Transition period ends 2027

"Modern" products
Identify products that must be renewed }—(Product portfolio and roadmap

Identify and phase out legacy products

Application platforms
Infrastructure components }—(Save effort with platform thinking

Common technology selections

Security testing

EU Conformity Assessment )

SBOM Release
Archive for 10 years { SBOM

Documentation

Risk assessment
T — )_éArchitectL.x.re and design specifications
Vulnerability handling documentation
Security test plans and test results
Secure installation and integration
Secure operation
Secure disposal
Long term supported versions
Version compatibility
Spare HW capacity

Product Security Incident Response Team (PSIRT)
7 days a week
Set up reporting channels
Address vulnerabilities promptly
Vulnerability handling Authorities
Notify —{ Users
Suppliers
SW update distribution mechanisms
Free of charge

Release management

Training Risk assessment

!

Requirements
Design
Implementation
Testing
Release
Maintenance

Secure Development Lifecycle (SDLC)

Practices Product manuals

T

Maintenance

No exploitable vulnerabilities upon release
Secure by default
Support for security updates
Access control
Confidentiality and integrity of data
Minimisation of data
Protect the availability of essential functions
Minimise the negative impact on others
Limiting attack surfaces (hardening)
Reducing the impacts of incidents
Cybersecurity monitoring
Possibility to remove data

Essential functional requirements

Documentation delivery

Software update delivery
Advisories, newsletters

Technical support

Commercial cybersecurity services

Aftermarket functions

Agreements
Use supplier process with large suppliers
~ Use purchaser process with small suppliers

g

Procurement
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